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Introduction

Welcome back to the Introduction to Network Automation eBook series, dedicated to empowering Network Engineers with
essential tools, tips, and techniques. In the final installment, we're diving deeper into one of the most pivotal tools in the
network automation arsenal—Git. As network engineers increasingly find themselves bridging the gap between traditional
networking and software development, understanding and mastering Git becomes essential.

Part 3 will guide you through the critical terms, concepts, and practical applications of this powerful version control system.
Whether you're managing complex configurations, streamlining change control, or embarking on an automation journey,
this eBook will equip you with the knowledge to leverage Git effectively, enhancing your skills and workflow efficiency.

Defining Terms

Before we plunge into Git's intricate workings, it's essential to lay a solid foundation by familiarizing ourselves with
key terminologies. Understanding these terms will not only demystify Git's functionalities but also empower you to
navigate its complexities with confidence and efficiency.

A directory, like a folder on your computer, that contains all of the project’s files that are
managed (tracked) by Git and a full revision (change) history.

A list of every change made to one or more files, with details on exactly what was
changed.

To save the state of one or more files in your repository. All changes in the file(s) can then be
viewed from any previous commits made to the same file.

To apply a specific set of commits (one or more changes to files) into the primary version of
existing files so that the primary version has the new changes applied.

To activate a process or service in a system.

To apply a set of changes to another system or network device. This term is usually used when
automation makes the changes, but it also works when referring to manual changes.

A mechanism by which one software or service triggers or is triggered by another service over
HTTP/S. These can be manually triggered or automatically triggered when a certain condition is met
(someone makes a commit, a specific file is changed, etc.).
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Git as a Version Control Software (VCS)

There are many different types of VCS programs available. Some are open source, while others are proprietary with
commercial support. Each has its own benefits and drawbacks and different models for how they work.
 Local Data Model: Everyone uses the same file system
« Client-Server Model: Everyone uses a shared single repository
« Distributed Model - Everyone works directly with their own local repository, and changes are shared between
repositories later
Git is the most popular VCS available and is used by many developers and engineers around the world, and it follows
the Distributed Model architecture listed above. Some of the benefits that make it so popular are:
o Itis very fast.
« Itis distributed. This means that even without an internet connection, if you have Git already set up and
configured on your computer, you will have a full history of all changes made to a repository available to you.
« Itis open source. This makes it free to start using.
« Itis very popular, which makes it easy to find additional resources for learning and using Git.
« It has great commercial products available. There are popular online resources available that use Git, such as

GitHub, which we will cover later in this chapter.

There are many features and benefits to Git, but seeing as Git is a
VCS, the main use for Git is keeping track of different files and how
they change over time. In other words, keeping track of all changes
made to a set of files and folders.

In playing Tomb Raider Il on the original PlayStation, one might
develop a habit of frequent saving to the point where saving becomes
almost automatic. However, in a particular instance, the player
encounters a mishap. Instead of loading the last save after falling off
a cliff at the end of a level, muscle memory kicks in, and they
accidentally save the game again. This blunder necessitates restarting
the entire level from scratch. This experience instills a crucial lesson:
always maintain multiple saved files and back them up whenever
possible.

Git can be thought of similarly, but with multiple files or directories.
Every time you make a “commit” in Git (save your progress), it's like
saving your game in a brand-new save file every single time. Did you
spend hours working on a script, only to have it break, and you have
no idea why? You can easily revert to any previous snapshot (commit)
and start over or use it as a reference point.
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Git for Network Engineers

While it's true that Git is mostly used by software developers or Network Automation Engineers, it can also be useful
to a Network Engineer without using any initial automation. In fact, a lot of automation can be built around using Git.

Numerous use cases exist beyond automation. Let's delve into them in more depth.

Before diving into more advanced automation as a Network Engineer, individuals often begin with crafting small,
basic scripts to tackle various daily tasks. In Part 2, we provided an example of the initial script—a Python script to
generate a unique running configuration file for multiple devices using dynamic settings for each device.

In the example, developing this script demanded several months of effort dedicated to unraveling its complexities,
rigorous testing, and addressing encountered bugs. Progressively, new features and enhancements were conceived
during the scripting journey, and Git was used locally, confined to a personal computer to track all changes.

This method would come in handy when committing (saving) changes to Git and then writing a new part of the script,
only to have it crash every time you run it. By using Git, you're able to backtrack and see what had changed
specifically and either revert certain parts of your script or, if it was causing too many issues, roll back the entire
script to the last time it was working successfully (your latest commit).

There are many different configuration backup systems available, with many different features built specifically for
this purpose. However, Git can also work for this and can be used later on with more advanced automation
workflows.

One example is every time you make a change to a device, as part of the implementation process, you can take a
backup of the config and commit it into a Git repository, which will track all changes made to the device. Later on in
your automation journey, this process can be fully automated (both the implementation step as well as the config
backup step).

Git can also assist with change control and auditing for certain changes, though there are some limitations. With Git,
every time you create a new commit, you can tag it with a comment that briefly describes what the commit is for.

For example: “Fix broken feature x” or “Update to support I0S-XE devices”.

For change control purposes, if you are using Git for network device config backups, you could put the ticket number
for the change being made as the commit comment. Then, if you ever need to go back and see exactly what was done
for a change, you can simply search Git for the ticket number.

As for limitations, some more advanced features of Git allow you to go back and fix incorrect commits, their
comments, or even delete them from the full revision history. With a basic setup, this may cause issues for certain

auditing environments as the integrity of the Git history is not guaranteed.

Adding authentication and logging to Git changes will help improve revision history integrity, which brings us to our
next topic.
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Git vs GitHub
© git

When first hearing of Git, many people assume that Git and GitHub are the same thing. This is not the case (though
GitHub has become incredibly popular with Git users). Git is the underlying version control software, whereas GitHub
is an online platform used to upload, share, and collaborate on Git projects.

GitHub

GitHub is available online for free. Anyone can create an account and start uploading their Git repositories or create
new ones from scratch. One of the main benefits of GitHub is that it allows for collaboration between users. For
repositories that are configured as public (anyone can see), people can make a copy of anything you upload, offer to
make changes or make their own changes without sharing. GitHub also offers enterprise options for companies
needing to keep what they upload private.

This includes sharing ideas or changes with people you work with regularly or people you've never seen. That's what
makes up the broader open source community!

While GitHub is the most popular service available today, there are other services similar to GitHub that work quite
well, with their own strengths and weaknesses. Some of the more popular examples are Bitbucket and GitLab. They
all support using Git for version control, support collaboration with other users, and will work just as well as GitHub.

Git and Automation

So, how does Git fit into the overall picture of network
automation? As you begin your journey into network
automation, you'll end up writing code in Python or
another programming language, using Ansible
playbooks, tweaking configuration settings, etc. Git
fits in well here, not just for tracking file changes but
also for working directly with automation.

When using a service like GitHub, you can set up
certain webhooks that trigger other automation when
something in a repository is modified.

For example, you can set up a workflow where, when
you create a change to a network device
configuration (saved in a repository), GitHub can
send a webhook to another service, like Jenkins,
Ansible Tower, etc. These other services can then
automatically deploy the change to one or more
devices, take configuration snapshots automatically,
and save them to another “backup” repository.

This can be further expanded when you introduce the
concept of Infrastructure as Code. At a high level,
this means you don't configure one device at a time.

You save different parts of network device
configurations in separate files, then only make relevant
changes to the files. For example, you would have one
file for SNMP configurations, one for AAA
configurations, one for NTP configurations, etc.

When updating a setting in one of these files and saving
the changes in GitHub, it can then be used alongside
other automation tools to deploy those changes to any
number of devices.

Another great use of Git and GitHub is using their Peer
Review process for any changes you intend to make.
Before making a change, and then committing and
merging it into the primary file, you can have someone
else double-check your changes and validate them. This
adds an extra layer of protection for mistakes
stemming from human error. This also lines up well if
your company follows some kind of change control
process, such as ITIL.

Granted, these ideas involve multiple tools outside of
Git and GitHub, but they show some of the possible
uses of Git and GitHub for a Network Automation
Engineer.
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' Conclusion

As we wrap up this deep dive into Git, it's clear that mastering this version control system is not just a luxury but a
necessity for modern Network Engineers. By understanding the core concepts, practical applications, and advanced
features of Git, you're now better equipped to manage complex configurations, track changes with precision, and
collaborate seamlessly with your team.

Now that we've covered the fundamentals of automation, explored a spectrum of popular tools to kick-start your
journey, and dived into the intricacies of Git in this three-part series, you, as a network engineer, are poised to integrate
automation seamlessly into your workflow, equipped with an array of ideas to start your automation journey and
revolutionize network management.

Additional Resources

Training

Network to Code has a very popular public Slack Network to Code offers various public and private
workspace with over 22,000 users! Join us and training courses for getting into network automation.
feel free to participate in discussions and ask for If your company provides a training budget, consider
advice. There are many great resources there taking these classes—they're excellent and highly
from all over the world. recommended by our students.

Join us now! Our Training Courses

Nautobot

If you're looking to learn more about Nautobot but
don’t know where to start, we've created a series of
guided sandbox videos allowing you to test-drive
Nautobot in our public sandbox environment.

Guided Sandbox Videos

Did you miss the first two parts? Catch up now!

Network Automation Part 1 Network Automation Part 2
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